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Introduction:
During the WG deliberations on both NAS transport and session delineation, the topic of security came up, along with the suggestion that mandating encryption as an option would be useful.  
This contribution explores the notion of security in fixed access networks, in particular the threat models that the use of encryption may mitigate. The discussion focuses on deployment practices and the vulnerability of the different technologies when viewed in this context.
Terms:
Malicious Agent – a device or piece of software deployed by a malicious actor
Malicious Actor – the individual or organization deploying and operating malicious agents
Target – A broadband subscriber whose security is threatened by a malicious agent
Acronyms:
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AES – advanced encryption standard
AGF – access gateway function
AN – access node
BUM – broadcast, unknown and multicast
DSL – digital subscriber loop
DSLAM – DSL access multiplexer
DOS – denial of service
DP – distribution point
DPU – DP unit
FTTdp – fiber to the DP
FMC – fixed mobile convergence
GEM – G-PON encapsulation method
LAN – local area network
MAC – media access control
NAS – non-access stratum
NIC – network interface card
NID – network interface device
NT – Network termination
ODN – Optical Distribution Network
OLT – optical line termination
ONU – optical network unit
PON – passive optical network
RG  - residential gateway
TCP – transmission control protocol
TLS – transport layer security
UNI – user to network interface
VDSL – very high speed DSL
VLAN – virtual local area network



WG – working group
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Summary:
The insertion of a malicious agent in either a wireless or wireline path have similar classes of challenges. However the economics of such activity in terms of benefit to a malicious actor are radically different between the two. There two aspects to this:
1) For radio, a malicious actor can choose the placement of a malicious agent where it is convenient for their purposes and the physical challenges of deploying such an agent can be significantly mitigated. In a wireline context the malicious actor is not presented with a choice and has significant economic penalty and additional risks of detection as a result.
2) For radio, a single malicious agent can address a significant and variable community of targets whereas any practical deployment of a wireline malicious agent can only address an invariant single target or the set of targets served by a single drop. Therefore the potential economic upside to a malicious actor is very limited.

Given the number of threat vectors not addressed by encryption of only a portion of an end to end path, the economic and performance (hence QoE) penalty on wireline access of 5G-RG to AGF encryption is not justified.
A detailed analysis follows.

Discussion:
1) Threat Model
This contribution focuses on a particular threat model, which is the insertion of a malicious agent in the path between a 5G-RG and an AGF or the attachment of a malicious agent to a DSL or PON access network as an NT/ONU. This may involve the insertion of physical equipment in the path, passive monitoring of the technology via intrusive or non-intrusive means, or the ability to manipulate access network connectivity and/or traffic patterns. The latter may be a consequence of the access technology, or as a result of compromising the control/management plane of the access network.
Such an agent would be able to:
· Passive or active monitoring of subscriber traffic (loss of privacy)
· Impersonate the subscriber (theft of service)
· Perform a denial of service attack on one or more subscribers via the introduction of traffic that interfered with normal operation

The following discussion focuses upon a number of aspects:
· Ease of access to an insertion point for a malicious agent
· Ability to detect the presence of a malicious agent
· Cost to the malicious actor
· What a malicious agent can do

2) General challenges with inserting a physical agent in the path

The challenges with any attempt at physical insertion of a malicious agent at a point in the path between an RG and the AGF are:
· Access: The ability to get at the path. The path in general is implemented as equipment in a combination of secure facilities and outside plant. Outside plant may be overhead or buried cable, and in the case of FTTdp or Cable electrical equipment that is not in a secure enclosure such as a vault.

· Targeting: The ability to identify the component of outside plant serving the targeted subscriber. For example, identifying a particular copper pair in a binder group.

· Concealment. How to avoid detection of surveillance. This falls into two classes:

a. Concealment of the physical malicious agent:  For example, a physical agent would not likely fit inside a NID and therefore would be visible to casual passers by. Or the act of installing a physical agent in outside plant (e.g. at a pole mounted device) being difficult to do innocuously.  
b. Concealment of breaking to the physical media:  A malicious agent that broke into the access media may also be detectable, as may introduce a one hop latency in addition to modifying other observable characteristics of the path behaviour such as the impedance model or other artifacts.

· Powering: Any malicious physical agent attached to outside plant would require the agent to have a self contained power source which would imply a limited lifetime. 

· Harvesting: The malicious agent would need connectivity to the malicious actor. This will require either connectivity or non-volatile storage. Depending on the connectivity cost, avoiding the cost of harvesting information of near-zero value (e.g. streamed video) will place additional requirements on a malicious agent. Technologies that could be considered for harvesting would include cellular or wifi (although wifi would have reach limitations).

· Hardening: If the malicious agent is to be deployed outdoors it will need to be environmentally hardened.

· Cost:  The cost of the physical agent itself vs. the perceived value of the information harvested

Concealment of the physical malicious agent, Powering, Harvesting and Hardening can be considered to be equivalent challenges for a physical malicious agent for any access technology. However there are significantly different deployment considerations for intercepting radio vs. wireline, as wireline requires proximity to the physical media.

3) Access Technology
Within a broadband access network there are various classes of p2p, p2mp and mp2mp interfaces and/or a comparable set of overlaid network behaviours within the TR-101/156/167 architecture. The following is an overview of the physical connectivity. 
Note while it is easy to imagine a physical repeater inserted into the path that can monitor as well as insert traffic, in some cases this would be detectable. Commercial products also exist that passively monitor the path without having to physically break into the path exist for both DSL and PON technologies (note however that these products are marketed only to Law Enforcement Agencies)..
DSL Characteristics 
Overview: DSL physical connectivity is physical p2p connectivity to the premises implemented with a copper twisted pair cable.  The limited reach of DSL (inversely proportional to the data rates that can be achieved) means DSL is combined with an aggregation network which may also use DSL, PON or P2P fiber. A DSLAM or DPU may be deployed as hardened outside plant, in an environmentally conditioned and secure vault or a central office. The corresponding modem or network termination (NT) at the customer premises may be external to, or integrated into the RG.
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DSL access to 5GC example
Access & Targeting: The copper pair is exposed and accessible between the distribution point (where the pair is extracted from a cable bundle/binder group) and the subscriber premises. The cable bundle can range from a few to 100s of pairs, is typically hardened against environmental factors, may be routed in a duct, or overhead, and therefore not an easy target without significant resources at the disposal of the malicious actor including access to operator records on copper pair assignment. 
The subscriber termination is deployed within the subscriber premises. This may be an operator installation or customer self install. Many installations have a network interface device (NID) at the exterior of the premises that acts as a demarcation point between the carrier network and the premises network and allows a test set to be inserted for fault sectionalisation. This is a location that provides both easy access and easy targeting (but poor concealment).
Concealment of breaking into the physical media: Breaking into the media to insert a repeater will of course result in a disruption of service. It may also change the impedance model such that the DSL retrains at a different rate, which would be observable to the management systems.
PON Characteristics 
Overview:  A passive optical network system is implemented as an optical line termination (OLT) serving some multiple of optical network units (ONUs) located at the subscriber premises. 
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PON access to 5GC Example
A PON is p2mp, with broadcast transmission downstream and TDMA upstream. As such the downstream traffic from the OLT to any ONU is visible to all ONUs. PON systems implement AES encryption and its use is recommended on all bi-directional GEM ports with a unique key being assigned to each GEM port. 
Multicast traffic can receive two classes of treatment: 
· a VLAN can be designated as a multicast VLAN in which case all downstream Ethernet frames are sent on an unencrypted GEM port 
· A VLAN can be designated as an N:1 VLAN, in which case all BUM downstream Ethernet frames are replicated onto the set of bi-directional GEM ports that are members of that VLAN

So for bi-directional GEM ports the visibility of traffic by a malicious agent would be no different than that for any ONU not served by the bi-directional GEM port. The traffic would be encrypted and therefore not visible to the other ONUs or any man in the middle monitoring.
PON systems have a reach of 20 to 25km without repeaters. This permits the OLT to be deployed in a secure facility, typically a central office.
The ONU (subscriber termination) is typically indoor. Deployments exist whereby the ONU is deployed at the building ingress and a media converter is used to convert the transport to G.fast or VDSL in order to re-use the existing indoor wiring.
Access and Targeting: That PON is encrypted means the only useful insertion points for a physical malicious agent is at the OLT or the ONU.  In most deployment scenarios both can be considered to be housed in secure facilities.  The exception to this is when an external to the premises media converter is used to translate frames over PON to frames over the home network media. 
Concealment of breaking into the physical media:  PON systems work on a schema of having a registration number and a serial number.  The OLT is pre-configured with a list of valid ONU serial numbers or a list of valid ONU registration numbers. The OLT will periodically solicit the serial number of an ONU, in the former case the serial number is checked against the valid set of serial numbers  In the latter case if the serial number is not recognized, the registration ID is solicited and checked against the valid registration number list.  The registration ID (which acts as a provisioned shared secret) is also used for key derivation.
For XG-PON this can be further augmented with registration ID based key derivation and mutual authentication of the OLT and ONU.  The threat models and security features of G-PON is discussed on section 12 of [7] and for XG-PON is discussed in section 15 of [8].

4) Challenges with a Malicious Agent connected to a UNI of the Access Network

A different attack vector from inserting a malicious agent in the path would be for the malicious agent to be connected to the access network as an actual subscriber.  

Accountability:  A malicious actor connected to a specific access network that attempted to subvert the local network via DOS attacks, attempts to impersonate neighbours etc. can be identified, shut down, and legal recourse pursed by an operator. 

Very limited or no visibility of neighbour’s traffic: As outlined in section 5, subscribers are typically logically isolated in the access network, with the only model that provides any visibility at all being the N:1 VLAN model.

Targeting:  The malicious agent would have no information to correlate what little information it gleaned from the access network with the target.

Small possible target community: Compared to the larger internet, attempting to compromise the access of other subscribers in a given access network provides a small target landscape.

5) Access Connectivity Models
TR-101/156/167/178 define a number of L2 connectivity models for exchange of Ethernet frames between a 5G-RG and an AGF.
Ethernet aggregation 1:1 VLAN mode
Single tagged and double tagged 1:1 VLAN mode for Ethernet aggregation provides a logical p2p connection between the 5G-RG and the AGF. Therefore no traffic is exposed outside the 5G-RG/AGF pair. The network side tagging is added/removed by the operator controlled access node therefore cannot be manipulated by an agent connected to the access. One RG connected to a double tagged VLAN mode connection cannot monitor or insert traffic into another double tagged service instance.
Ethernet aggregation N:1 VLAN mode
N:1 VLAN provides logical p2p connectivity for “known” Ethernet frames; these are frames for which the correct port to forward to has been “learned” by the MAC learning process in bridging entities in the forwarding path. Unknown frames are flooded “split horizon” within the topology of an individual N:1 VLAN instance. This differs from normal bridging. The reference to split horizon is that there is a distinct sender and receiver set of end-stations for flooded traffic in each of the upstream and downstream directions.  A frame originating with an RG and directed upstream will only be delivered to one or more AGFs connected to the same virtual LAN instance.  A frame originating with an AGF and directed downstream will be flooded on all downstream ports by any bridging element that has not “learned”  the port via which the destination MAC can be reached. Frames received by 5G-RGs other than for the 5G-RG addressed by the destination MAC address in the frame will be silently discarded.
Once the forwarding path for a given MAC address has been established, the connectivity is logically p2p and frames directed to a particular subscriber are not exposed to other end-stations. 
Information learned by bridging elements in the path between a 5G-RG and an AGF may be aged out. The duration of the aging timer is configurable. There are also interactions between the aging of MAC entries, aging of ARP cache information and proprietary features that limit the amount of actual user traffic exposed by the flooding of frames with unknown destination addresses.
Access Nodes may perform MAC anti-spoofing measures to ensure one end-station does not try to impersonate another, either to hi-jack connectivity or to perform a denial of service attacks.
Some DSL access nodes may perform MAC NAT. This was originally motivated by incompetently executed NIC cards where the manufacturer did not ensure a unique MAC address per card. This mitigates spoofing by ensuring the MAC address associated with a specific customer port are unique and controlled by the AN operator. (see Appendix III of [5]).
Ethernet aggregation TLS mode
TLS mode was intended for business services, therefore simply offers a LAN service and ubiquitous L2 connectivity between all participating end stations in the virtual LAN instance. This is not proposed for use for 5G-RG to AGF connectivity so is not considered further.
Observations:
The BBF specified access networks with the exception of TLS mode prevent L2 connectivity or observability between a malicious actor and a targeted subscriber with the exception of random flooding of unknown frames in the N:1 VLAN model. If both are connected to the internet, both are reachable and interconnected via L3, however this is no different than the situation for any host connected the internet, therefore any further attempts to mitigate connectivity and observability at L2 offer no tangible benefit and a malicious actor being connected to the same L2 access network as any target offers no advantage.
6) Expanded Attack Surface with 5G

It is worth observing that extending the 5G control plane to the 5G-RG and devices served by the premises wifi expands the attack surface for a malicious actor. However encryption of the user plane does nothing to mitigate this threat.  NAS is ciphered and integrity protected separately, therefore the actual attack surface ultimately is no different than it is for FN-RGs (which have cheerfully used an unencrypted user plane for the past 25 years).

7) Other Risks

There are numerous security risks that encryption of the access segment of an end to end path cannot mitigate. These include malware, phishing, ransomware, web based attacks etc.  A full taxonomy can be found in [6]. These are attractive to malicious actors as they require little investment, and target a large community. 
It is also worth noting that the majority of devices in the home are connected via wifi which if not properly secured offers a significant backdoor. 
8) Other mitigations

Since the Snowden revelations, there has been a significant increase in the use of end to end encryption. This has not been uniquely driven by security concerns as the conclusion of the security community is that encryption only slows down a state actor with significant resources. It was also been used by major web players as a tool to prevent network ossification. It is also a near mandatory component of ecommerce.  One conclusion is that a safe assumption is that all traffic of consequence is already encrypted and in a more secure end to end form.

9) Impact of encryption
Encryption is performed using block ciphers, typically 256 bytes per block. The result is that packets are padded up to even block sizes. This consumes bandwidth and increases transmission latency. This becomes especially true for upstream where there may be a 16:1 asymmetry between the downstream and upstream data rates and a 40 byte upstream TCP ack suddenly becomes a 256+ byte encrypted block; a 6:1 inflation on the low bandwidth path.
A block cipher typically uses multiple “rounds” of encryption which means each “round” acts upon the block output of the last round, and therefore is a sequential process that cannot be pipelined. Not only is this computationally intensive, it also introduces additional latency. 
Conclusion:

The original purpose of this examination of access network security was to explore the utility of encryption between a 5G-RG and an AGF, which is only a small portion of the end to end path.  We would observe that when the totality of threat vectors is examined, there is a hierarchy of security risks. Within that hierarchy the higher up the stack one goes, the more opportunistic and indiscriminate the attack vectors become. 

Of these risks the only ones that appear to be mitigated by encryption of traffic exchanged between a 5G-RG and an AGF in currently deployed wireline networks is that of the deployment of a physical malicious agent that focuses on a specifically targeted subscriber. Access networks themselves provide adequate subscriber isolation. This implies a malicious non-state actor with access to technical resources and motivated by other than economic factors (as the opportunistic techniques that actually target the end system offer a much higher risk reward profile, especially in this era of increasingly pervasive end to end encryption). We suggest non-state actor as state actors typically collude with the operator for either large scale monitoring and data collection (e.g. the NSA in the United States) or legal intercept and have access to secured operator facilities. 

Given the above considerations mandating IPSEC even as an option for operators as a PDU session transport between the 5G-RG and the AGF places an unreasonable quality of experience and economic burden on FMC implementations in proportion to the threats it actually addresses.
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